
Aroki Systems 
End-to-end Database Encryption 

Aroki’s Cryptographic Technology
The core cryptographic primitive that underlies our technology is structured encryption 
or STE for short. STE encrypts data in such a way that it can be privately and efficiently 
queried by a database, relational or non-relational. It was introduced in 2010 by Aroki 
Systems co-founder Seny Kamara and continues to be an active area of cryptographic 
research with publications appearing in all the leading cryptography conferences 
(CRYPTO, Eurocrypt, ACM Computer and Communications Security, IEEE Security 
Symposium and the Symposium on Privacy-Enhancing Technologies). STE research 
has been funded by major funding agencies like the National Science Foundation 
(NSF), The Intelligence Advanced Research Projects Activity (IARPA) and the Defense 
Advanced Research Projects Agency (DARPA).  

STE makes use of standard cryptographic primitives (e.g., AES-256, HMAC-SHA256) in 
non-standard ways in order to support queries over encrypted data. Unlike fully-
homomorphic encryption (FHE) — which is limited to theoretical interest due to its slow 
performance — STE is fast and achieves strong performance using stable, well-
understood, and highly trusted cryptographic libraries. 

How does it work? STE works by splitting data into pieces, encrypting them and 
arranging them in such a way that their contents and ordering appear random. To 
someone with the secret key, however, the encrypted data appears organized in a very 
structured and predictable manner. Knowledge of the secret key also allows one to 
generate an encrypted query that can be safely used to process the encrypted data 
and efficiently find the pieces relevant to the (encrypted) query.  1

An Example
In this section, we describe an example of an STE implementation. This scheme is what 
we refer to as a multi-map encryption scheme because it encrypts multi-map data 
structures. Multi-maps are also known as inverted indices or reverse indices and can 
be used to search over file collections very quickly. Here we will see how we can 

 For a concrete state-of-the-art example, see Breach-Resistant Structured Encryption by G. Amjad, S. 1

Kamara, T. Moataz in the Symposium on Privacy-Enhancing Technologies (PETS); available at https://
eprint.iacr.org/2018/195.pdf 
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encrypt a multi-map and a file collection to perform a (single) keyword search over the 
encrypted file collection quickly.  

Before proceeding, we want to stress that the multi-map encryption scheme we 
describe here is a toy example and is not what we use in Aroki products. The scheme is 
only presented to illustrate how an STE scheme might work at a high level. There are 
many important properties that a real-world implementation would have to achieve that 
this scheme does not. The actual schemes our products rely on are very different. They 
handle more complex data structures and more complex queries.  

Suppose we have a multi-map data structure that indexes a collection of files File #1,…, 
File #10. An example is illustrated below. The number associated with a file is its 
identifier. A multi-map stores label/list pairs and supports Get and Put queries, though 
we will only consider Get queries in this example. Here we assume the files only contain 
subsets of the keywords “data”, “privacy”, “security” and “crypto”.  
 

The multi-map above stores 4 label/list pairs. The first is the pair with label “data” and 
list (“File #3”, “File #4”, “File #6”, “File “#8”, File “#9”). The second is the pair with label 
“privacy” and list (“File #1”, “File #3”, “File #6”, “File #10”) and so on. A Get operation 
on this multi-map works as follows. If I want to retrieve the list associated with the label 
“security”, I look up the label “security” and follow the pointer to its list. 

Our goal now is to “encrypt” the multi-map and the file collection in such a way that we 
can later perform a keyword search. Here is one way to do it.  First, we encrypt all the 2

files using AES under a standard mode of operation. Throughout the rest of this 
discussion we will assume the AES-encrypted files are now stored on an untrusted 
server and we will not illustrate them in our diagrams. The key used to encrypt the files 
is never revealed to this server.  

We now proceed to encrypt the multi-map. To do this we also make use of AES and of a 
keyed hash function like HMAC-SHA256. We first generate two 256-bit keys  and  
for HMAC-SHA256 and AES, respectively.  We then create a lookup table  and an 

KT KR
T

 The approach described is a simplification of a solution first proposed by Curtmola, Garay, Kamara and Ostrovsky in 2

the paper “Searchable Symmetric Encryption: Improved Definitions and Efficient Constructions”, ACM Conference on 
Computer and Communications Security (CCS ’06), 2006.
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array .  We start by taking each node of each list in the multi-map and storing it at a 
random location in the array . We then update the pointers in all the nodes so as to 
preserve the integrity of the lists. For our concrete example, this results in the following: 

We now encrypt each cell in  as follows. If the cell stores a node from “data”’s list then 
we encrypt is as , where  is the file identifier stored in 
the cell,  denotes concatenation,  is the pointer to the next node,  is the 
exclusive-OR operation,  ,  is the cell location, and  is a 
random 128-bit string. Notice that we “encrypt” the string  as  

 and not as  which is what one might expect. 
This is important for security but the reasons are very technical.   

As a concrete example, the first node of  will now store the pair of values: 
   
      

We do the same for the cells that store the nodes of “privacy”, “security” and “crypto”. If 
the cell is blank we store a random string. This results in an encrypted array that looks 
like: 

  

A
A

A
((#N∥𝗉𝗍𝗋) ⊕ 𝖠𝖤𝖲KD(ri), ri) #N

∥ 𝗉𝗍𝗋 ⊕
KD = 𝖧𝖬𝖠𝖢KR(crypto) i ri

#N∥𝗉𝗍𝗋
(#N∥𝗉𝗍𝗋) ⊕ 𝖠𝖤𝖲KD(ri) 𝖠𝖤𝖲KD(#N∥𝗉𝗍𝗋)

A

((#4∥11) ⊕ 𝖠𝖤𝖲KD(r0), r0)
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Here, the cross-hatch pattern represents the fact that a cell is encrypted. The yellow 
cross-hatch means that the cell stores random strings which, effectively, look like AES 
encryptions.  

We now create a table  that will store encryptions of pointers (to the head of lists) 
under lookup values that are outputs of HMAC. For example, for the keyword “crypto” 
we store  under lookup value . Notice that  here is the 
location of the head of “crypto”’s list. We do this for all keywords including “privacy”, 
“security” and “data”. We now have something that looks like this: 
 

Notice that  and  are effectively an encrypted version of our original multi-map, what 
we call an encrypted multi-map. To someone who does not know the keys  and , 
the encrypted multi-map looks like this: 

T

𝖠𝖤𝖲KC(2) 𝖧𝖬𝖠𝖢KT(crypto) 2

T A
KT KR
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AT
HMACKT (crypto)

<latexit sha1_base64="NZgq8212HroElBQkSWRjrPdzJjc=">AAACCXicbVDLSgNBEJyNrxhfUY9eRoMQL2FXBPUWySUgQoTEBLLLMjuZTYbMPpjpFcOyZy/+ihcPKl79A2/+jZPHQRMLGoqqbrq7vFhwBab5beSWlldW1/LrhY3Nre2d4u7enYoSSVmLRiKSHY8oJnjIWsBBsE4sGQk8wdresDb22/dMKh6FTRjFzAlIP+Q+pwS05BYPU1v5uH5zVcvc9NptZmUb2AMApFSOYoiyE7dYMivmBHiRWDNSQjM03OKX3YtoErAQqCBKdS0zBiclEjgVLCvYiWIxoUPSZ11NQxIw5aSTVzJ8rJUe9iOpKwQ8UX9PpCRQahR4ujMgMFDz3lj8z+sm4F84KQ/jBFhIp4v8RGCI8DgX3OOSURAjTQiVXN+K6YBIQkGnV9AhWPMvL5LWaeWyYt2elarWLI08OkBHqIwsdI6qqI4aqIUoekTP6BW9GU/Gi/FufExbc8ZsZh/9gfH5A6LjmmY=</latexit><latexit sha1_base64="NZgq8212HroElBQkSWRjrPdzJjc=">AAACCXicbVDLSgNBEJyNrxhfUY9eRoMQL2FXBPUWySUgQoTEBLLLMjuZTYbMPpjpFcOyZy/+ihcPKl79A2/+jZPHQRMLGoqqbrq7vFhwBab5beSWlldW1/LrhY3Nre2d4u7enYoSSVmLRiKSHY8oJnjIWsBBsE4sGQk8wdresDb22/dMKh6FTRjFzAlIP+Q+pwS05BYPU1v5uH5zVcvc9NptZmUb2AMApFSOYoiyE7dYMivmBHiRWDNSQjM03OKX3YtoErAQqCBKdS0zBiclEjgVLCvYiWIxoUPSZ11NQxIw5aSTVzJ8rJUe9iOpKwQ8UX9PpCRQahR4ujMgMFDz3lj8z+sm4F84KQ/jBFhIp4v8RGCI8DgX3OOSURAjTQiVXN+K6YBIQkGnV9AhWPMvL5LWaeWyYt2elarWLI08OkBHqIwsdI6qqI4aqIUoekTP6BW9GU/Gi/FufExbc8ZsZh/9gfH5A6LjmmY=</latexit><latexit sha1_base64="NZgq8212HroElBQkSWRjrPdzJjc=">AAACCXicbVDLSgNBEJyNrxhfUY9eRoMQL2FXBPUWySUgQoTEBLLLMjuZTYbMPpjpFcOyZy/+ihcPKl79A2/+jZPHQRMLGoqqbrq7vFhwBab5beSWlldW1/LrhY3Nre2d4u7enYoSSVmLRiKSHY8oJnjIWsBBsE4sGQk8wdresDb22/dMKh6FTRjFzAlIP+Q+pwS05BYPU1v5uH5zVcvc9NptZmUb2AMApFSOYoiyE7dYMivmBHiRWDNSQjM03OKX3YtoErAQqCBKdS0zBiclEjgVLCvYiWIxoUPSZ11NQxIw5aSTVzJ8rJUe9iOpKwQ8UX9PpCRQahR4ujMgMFDz3lj8z+sm4F84KQ/jBFhIp4v8RGCI8DgX3OOSURAjTQiVXN+K6YBIQkGnV9AhWPMvL5LWaeWyYt2elarWLI08OkBHqIwsdI6qqI4aqIUoekTP6BW9GU/Gi/FufExbc8ZsZh/9gfH5A6LjmmY=</latexit><latexit sha1_base64="NZgq8212HroElBQkSWRjrPdzJjc=">AAACCXicbVDLSgNBEJyNrxhfUY9eRoMQL2FXBPUWySUgQoTEBLLLMjuZTYbMPpjpFcOyZy/+ihcPKl79A2/+jZPHQRMLGoqqbrq7vFhwBab5beSWlldW1/LrhY3Nre2d4u7enYoSSVmLRiKSHY8oJnjIWsBBsE4sGQk8wdresDb22/dMKh6FTRjFzAlIP+Q+pwS05BYPU1v5uH5zVcvc9NptZmUb2AMApFSOYoiyE7dYMivmBHiRWDNSQjM03OKX3YtoErAQqCBKdS0zBiclEjgVLCvYiWIxoUPSZ11NQxIw5aSTVzJ8rJUe9iOpKwQ8UX9PpCRQahR4ujMgMFDz3lj8z+sm4F84KQ/jBFhIp4v8RGCI8DgX3OOSURAjTQiVXN+K6YBIQkGnV9AhWPMvL5LWaeWyYt2elarWLI08OkBHqIwsdI6qqI4aqIUoekTP6BW9GU/Gi/FufExbc8ZsZh/9gfH5A6LjmmY=</latexit>

HMACKT (security)
<latexit sha1_base64="SrBnhxkzSTHqd4XtVnbfbbVASys=">AAACC3icbVDJSgNBFOxxjXGLevTSGIR4CTMiqLdILgERIiQmkITQ03mTNOlZ6H4jhmE+wIu/4sWDild/wJt/Y2c5aGJBQ1FVj6bKjaTQaNvf1tLyyuraemYju7m1vbOb29u/02GsONR5KEPVdJkGKQKoo0AJzUgB810JDXdYHvuNe1BahEENRxF0fNYPhCc4QyN1c/mkrT1aubkqp93kultLC22EB0RMNPBYCRylJyZlF+0J6CJxZiRPZqh2c1/tXshjHwLkkmndcuwIOwlTKLiENNuONUSMD1kfWoYGzAfdSSZlUnpslB71QmVegHSi/r5ImK/1yHdN0mc40PPeWPzPa8XoXXQSEUQxQsCnH3mxpBjS8TK0JxRwlCNDGDfNBad8wBTjaPbLmhGc+cqLpH5avCw6t2f5kjNbI0MOyREpEIeckxKpkCqpE04eyTN5JW/Wk/VivVsf0+iSNbs5IH9gff4ATHSbUQ==</latexit><latexit sha1_base64="SrBnhxkzSTHqd4XtVnbfbbVASys=">AAACC3icbVDJSgNBFOxxjXGLevTSGIR4CTMiqLdILgERIiQmkITQ03mTNOlZ6H4jhmE+wIu/4sWDild/wJt/Y2c5aGJBQ1FVj6bKjaTQaNvf1tLyyuraemYju7m1vbOb29u/02GsONR5KEPVdJkGKQKoo0AJzUgB810JDXdYHvuNe1BahEENRxF0fNYPhCc4QyN1c/mkrT1aubkqp93kultLC22EB0RMNPBYCRylJyZlF+0J6CJxZiRPZqh2c1/tXshjHwLkkmndcuwIOwlTKLiENNuONUSMD1kfWoYGzAfdSSZlUnpslB71QmVegHSi/r5ImK/1yHdN0mc40PPeWPzPa8XoXXQSEUQxQsCnH3mxpBjS8TK0JxRwlCNDGDfNBad8wBTjaPbLmhGc+cqLpH5avCw6t2f5kjNbI0MOyREpEIeckxKpkCqpE04eyTN5JW/Wk/VivVsf0+iSNbs5IH9gff4ATHSbUQ==</latexit><latexit sha1_base64="SrBnhxkzSTHqd4XtVnbfbbVASys=">AAACC3icbVDJSgNBFOxxjXGLevTSGIR4CTMiqLdILgERIiQmkITQ03mTNOlZ6H4jhmE+wIu/4sWDild/wJt/Y2c5aGJBQ1FVj6bKjaTQaNvf1tLyyuraemYju7m1vbOb29u/02GsONR5KEPVdJkGKQKoo0AJzUgB810JDXdYHvuNe1BahEENRxF0fNYPhCc4QyN1c/mkrT1aubkqp93kultLC22EB0RMNPBYCRylJyZlF+0J6CJxZiRPZqh2c1/tXshjHwLkkmndcuwIOwlTKLiENNuONUSMD1kfWoYGzAfdSSZlUnpslB71QmVegHSi/r5ImK/1yHdN0mc40PPeWPzPa8XoXXQSEUQxQsCnH3mxpBjS8TK0JxRwlCNDGDfNBad8wBTjaPbLmhGc+cqLpH5avCw6t2f5kjNbI0MOyREpEIeckxKpkCqpE04eyTN5JW/Wk/VivVsf0+iSNbs5IH9gff4ATHSbUQ==</latexit><latexit sha1_base64="SrBnhxkzSTHqd4XtVnbfbbVASys=">AAACC3icbVDJSgNBFOxxjXGLevTSGIR4CTMiqLdILgERIiQmkITQ03mTNOlZ6H4jhmE+wIu/4sWDild/wJt/Y2c5aGJBQ1FVj6bKjaTQaNvf1tLyyuraemYju7m1vbOb29u/02GsONR5KEPVdJkGKQKoo0AJzUgB810JDXdYHvuNe1BahEENRxF0fNYPhCc4QyN1c/mkrT1aubkqp93kultLC22EB0RMNPBYCRylJyZlF+0J6CJxZiRPZqh2c1/tXshjHwLkkmndcuwIOwlTKLiENNuONUSMD1kfWoYGzAfdSSZlUnpslB71QmVegHSi/r5ImK/1yHdN0mc40PPeWPzPa8XoXXQSEUQxQsCnH3mxpBjS8TK0JxRwlCNDGDfNBad8wBTjaPbLmhGc+cqLpH5avCw6t2f5kjNbI0MOyREpEIeckxKpkCqpE04eyTN5JW/Wk/VivVsf0+iSNbs5IH9gff4ATHSbUQ==</latexit>

HMACKT (privacy)
<latexit sha1_base64="iRlLCe9ThrDYA5O41yFsJG0+xB4=">AAACCnicbVA9SwNBEN2LXzF+RS1tFoMQm3AngtpF0gREiJAzgSQce5u9ZMneB7tzwXBcb+NfsbFQsfUX2Plv3CRXaOKDgcd7M8zMcyPBFZjmt5FbWV1b38hvFra2d3b3ivsH9yqMJWU2DUUo2y5RTPCA2cBBsHYkGfFdwVruqDb1W2MmFQ+DJkwi1vPJIOAepwS05BSPk67ycP32upY6yY3TTMtdYA8AkESSjwmdpKdOsWRWzBnwMrEyUkIZGk7xq9sPaeyzAKggSnUsM4JeQiRwKlha6MaKRYSOyIB1NA2Iz1Qvmf2S4hOt9LEXSl0B4Jn6eyIhvlIT39WdPoGhWvSm4n9eJwbvspfwIIqBBXS+yIsFhhBPg8F9LhkFMdGEUMn1rZgOiSQUdHwFHYK1+PIysc8qVxXr7rxUtbI08ugIHaMystAFqqI6aiAbUfSIntErejOejBfj3fiYt+aMbOYQ/YHx+QNhe5rN</latexit><latexit sha1_base64="iRlLCe9ThrDYA5O41yFsJG0+xB4=">AAACCnicbVA9SwNBEN2LXzF+RS1tFoMQm3AngtpF0gREiJAzgSQce5u9ZMneB7tzwXBcb+NfsbFQsfUX2Plv3CRXaOKDgcd7M8zMcyPBFZjmt5FbWV1b38hvFra2d3b3ivsH9yqMJWU2DUUo2y5RTPCA2cBBsHYkGfFdwVruqDb1W2MmFQ+DJkwi1vPJIOAepwS05BSPk67ycP32upY6yY3TTMtdYA8AkESSjwmdpKdOsWRWzBnwMrEyUkIZGk7xq9sPaeyzAKggSnUsM4JeQiRwKlha6MaKRYSOyIB1NA2Iz1Qvmf2S4hOt9LEXSl0B4Jn6eyIhvlIT39WdPoGhWvSm4n9eJwbvspfwIIqBBXS+yIsFhhBPg8F9LhkFMdGEUMn1rZgOiSQUdHwFHYK1+PIysc8qVxXr7rxUtbI08ugIHaMystAFqqI6aiAbUfSIntErejOejBfj3fiYt+aMbOYQ/YHx+QNhe5rN</latexit><latexit sha1_base64="iRlLCe9ThrDYA5O41yFsJG0+xB4=">AAACCnicbVA9SwNBEN2LXzF+RS1tFoMQm3AngtpF0gREiJAzgSQce5u9ZMneB7tzwXBcb+NfsbFQsfUX2Plv3CRXaOKDgcd7M8zMcyPBFZjmt5FbWV1b38hvFra2d3b3ivsH9yqMJWU2DUUo2y5RTPCA2cBBsHYkGfFdwVruqDb1W2MmFQ+DJkwi1vPJIOAepwS05BSPk67ycP32upY6yY3TTMtdYA8AkESSjwmdpKdOsWRWzBnwMrEyUkIZGk7xq9sPaeyzAKggSnUsM4JeQiRwKlha6MaKRYSOyIB1NA2Iz1Qvmf2S4hOt9LEXSl0B4Jn6eyIhvlIT39WdPoGhWvSm4n9eJwbvspfwIIqBBXS+yIsFhhBPg8F9LhkFMdGEUMn1rZgOiSQUdHwFHYK1+PIysc8qVxXr7rxUtbI08ugIHaMystAFqqI6aiAbUfSIntErejOejBfj3fiYt+aMbOYQ/YHx+QNhe5rN</latexit><latexit sha1_base64="iRlLCe9ThrDYA5O41yFsJG0+xB4=">AAACCnicbVA9SwNBEN2LXzF+RS1tFoMQm3AngtpF0gREiJAzgSQce5u9ZMneB7tzwXBcb+NfsbFQsfUX2Plv3CRXaOKDgcd7M8zMcyPBFZjmt5FbWV1b38hvFra2d3b3ivsH9yqMJWU2DUUo2y5RTPCA2cBBsHYkGfFdwVruqDb1W2MmFQ+DJkwi1vPJIOAepwS05BSPk67ycP32upY6yY3TTMtdYA8AkESSjwmdpKdOsWRWzBnwMrEyUkIZGk7xq9sPaeyzAKggSnUsM4JeQiRwKlha6MaKRYSOyIB1NA2Iz1Qvmf2S4hOt9LEXSl0B4Jn6eyIhvlIT39WdPoGhWvSm4n9eJwbvspfwIIqBBXS+yIsFhhBPg8F9LhkFMdGEUMn1rZgOiSQUdHwFHYK1+PIysc8qVxXr7rxUtbI08ugIHaMystAFqqI6aiAbUfSIntErejOejBfj3fiYt+aMbOYQ/YHx+QNhe5rN</latexit>

HMACKT (data)
<latexit sha1_base64="mduv07Hi/dQ0kqTtyzxihUINOHk=">AAACB3icbVDLSgNBEJyNrxhfUY8eHAxCvIRdEdRbJJeACBESE8guy+xkNhky+2CmVwzLHr34K148qHj1F7z5N04eB00saCiquunu8mLBFZjmt5FbWl5ZXcuvFzY2t7Z3irt7dypKJGUtGolIdjyimOAhawEHwTqxZCTwBGt7w9rYb98zqXgUNmEUMycg/ZD7nBLQkls8TG3l4/rNVS1z02u3mZVtYA8AkPYIkOzELZbMijkBXiTWjJTQDA23+GX3IpoELAQqiFJdy4zBSYkETgXLCnaiWEzokPRZV9OQBEw56eSRDB9rpYf9SOoKAU/U3xMpCZQaBZ7uDAgM1Lw3Fv/zugn4F07KwzgBFtLpIj8RGCI8TgX3uGQUxEgTQiXXt2I6IJJQ0NkVdAjW/MuLpHVauaxYt2elqjVLI48O0BEqIwudoyqqowZqIYoe0TN6RW/Gk/FivBsf09acMZvZR39gfP4AscKZSw==</latexit><latexit sha1_base64="mduv07Hi/dQ0kqTtyzxihUINOHk=">AAACB3icbVDLSgNBEJyNrxhfUY8eHAxCvIRdEdRbJJeACBESE8guy+xkNhky+2CmVwzLHr34K148qHj1F7z5N04eB00saCiquunu8mLBFZjmt5FbWl5ZXcuvFzY2t7Z3irt7dypKJGUtGolIdjyimOAhawEHwTqxZCTwBGt7w9rYb98zqXgUNmEUMycg/ZD7nBLQkls8TG3l4/rNVS1z02u3mZVtYA8AkPYIkOzELZbMijkBXiTWjJTQDA23+GX3IpoELAQqiFJdy4zBSYkETgXLCnaiWEzokPRZV9OQBEw56eSRDB9rpYf9SOoKAU/U3xMpCZQaBZ7uDAgM1Lw3Fv/zugn4F07KwzgBFtLpIj8RGCI8TgX3uGQUxEgTQiXXt2I6IJJQ0NkVdAjW/MuLpHVauaxYt2elqjVLI48O0BEqIwudoyqqowZqIYoe0TN6RW/Gk/FivBsf09acMZvZR39gfP4AscKZSw==</latexit><latexit sha1_base64="mduv07Hi/dQ0kqTtyzxihUINOHk=">AAACB3icbVDLSgNBEJyNrxhfUY8eHAxCvIRdEdRbJJeACBESE8guy+xkNhky+2CmVwzLHr34K148qHj1F7z5N04eB00saCiquunu8mLBFZjmt5FbWl5ZXcuvFzY2t7Z3irt7dypKJGUtGolIdjyimOAhawEHwTqxZCTwBGt7w9rYb98zqXgUNmEUMycg/ZD7nBLQkls8TG3l4/rNVS1z02u3mZVtYA8AkPYIkOzELZbMijkBXiTWjJTQDA23+GX3IpoELAQqiFJdy4zBSYkETgXLCnaiWEzokPRZV9OQBEw56eSRDB9rpYf9SOoKAU/U3xMpCZQaBZ7uDAgM1Lw3Fv/zugn4F07KwzgBFtLpIj8RGCI8TgX3uGQUxEgTQiXXt2I6IJJQ0NkVdAjW/MuLpHVauaxYt2elqjVLI48O0BEqIwudoyqqowZqIYoe0TN6RW/Gk/FivBsf09acMZvZR39gfP4AscKZSw==</latexit><latexit sha1_base64="mduv07Hi/dQ0kqTtyzxihUINOHk=">AAACB3icbVDLSgNBEJyNrxhfUY8eHAxCvIRdEdRbJJeACBESE8guy+xkNhky+2CmVwzLHr34K148qHj1F7z5N04eB00saCiquunu8mLBFZjmt5FbWl5ZXcuvFzY2t7Z3irt7dypKJGUtGolIdjyimOAhawEHwTqxZCTwBGt7w9rYb98zqXgUNmEUMycg/ZD7nBLQkls8TG3l4/rNVS1z02u3mZVtYA8AkPYIkOzELZbMijkBXiTWjJTQDA23+GX3IpoELAQqiFJdy4zBSYkETgXLCnaiWEzokPRZV9OQBEw56eSRDB9rpYf9SOoKAU/U3xMpCZQaBZ7uDAgM1Lw3Fv/zugn4F07KwzgBFtLpIj8RGCI8TgX3uGQUxEgTQiXXt2I6IJJQ0NkVdAjW/MuLpHVauaxYt2elqjVLI48O0BEqIwudoyqqowZqIYoe0TN6RW/Gk/FivBsf09acMZvZR39gfP4AscKZSw==</latexit>

AESKC ( )
<latexit sha1_base64="GTAdghOPenzcq/cMwntkTvrmbHs=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrFEFwU9HYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSDYXPstx+IkDTmd2qUEC9CfU5DipHSkm/uZa4M4cXlbe5n134zr7lwWvDIN6tW3ZoAzhO7IFVQoOWbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu35xUG3aRRhnsgwNQAzY4BQ1wBVrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A5mGVPQ==</latexit><latexit sha1_base64="GTAdghOPenzcq/cMwntkTvrmbHs=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrFEFwU9HYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSDYXPstx+IkDTmd2qUEC9CfU5DipHSkm/uZa4M4cXlbe5n134zr7lwWvDIN6tW3ZoAzhO7IFVQoOWbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu35xUG3aRRhnsgwNQAzY4BQ1wBVrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A5mGVPQ==</latexit><latexit sha1_base64="GTAdghOPenzcq/cMwntkTvrmbHs=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrFEFwU9HYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSDYXPstx+IkDTmd2qUEC9CfU5DipHSkm/uZa4M4cXlbe5n134zr7lwWvDIN6tW3ZoAzhO7IFVQoOWbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu35xUG3aRRhnsgwNQAzY4BQ1wBVrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A5mGVPQ==</latexit><latexit sha1_base64="GTAdghOPenzcq/cMwntkTvrmbHs=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrFEFwU9HYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSDYXPstx+IkDTmd2qUEC9CfU5DipHSkm/uZa4M4cXlbe5n134zr7lwWvDIN6tW3ZoAzhO7IFVQoOWbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu35xUG3aRRhnsgwNQAzY4BQ1wBVrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A5mGVPQ==</latexit>

AESKS ( )
<latexit sha1_base64="iglQHySWtil6jcz26WxAy5duvoI=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqriCC4qdTYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSD4eXYbz8QIWnM79QoIV6E+pyGFCOlJd/cy1wZwourVu5nN34rr7lwWvDIN6tW3ZoAzhO7IFVQoOmbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu355UG3aRRhnsgwNQAzY4BQ1wDZrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A/1GVTQ==</latexit><latexit sha1_base64="iglQHySWtil6jcz26WxAy5duvoI=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqriCC4qdTYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSD4eXYbz8QIWnM79QoIV6E+pyGFCOlJd/cy1wZwourVu5nN34rr7lwWvDIN6tW3ZoAzhO7IFVQoOmbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu355UG3aRRhnsgwNQAzY4BQ1wDZrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A/1GVTQ==</latexit><latexit sha1_base64="iglQHySWtil6jcz26WxAy5duvoI=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqriCC4qdTYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSD4eXYbz8QIWnM79QoIV6E+pyGFCOlJd/cy1wZwourVu5nN34rr7lwWvDIN6tW3ZoAzhO7IFVQoOmbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu355UG3aRRhnsgwNQAzY4BQ1wDZrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A/1GVTQ==</latexit><latexit sha1_base64="iglQHySWtil6jcz26WxAy5duvoI=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqriCC4qdTYQhPCZDpph04mYWYilBBw46+4caHi1q9w5984bbPQ1nO5cDjnXmbuCRJGpbKsb6O0sLi0vFJeraytb2xumds79zJOBSYOjlksOgGShFFOHEUVI51EEBQFjLSD4eXYbz8QIWnM79QoIV6E+pyGFCOlJd/cy1wZwourVu5nN34rr7lwWvDIN6tW3ZoAzhO7IFVQoOmbX24vxmlEuMIMSdm1rUR5GRKKYkbyiptKkiA8RH3S1ZSjiEgvm9yQw0Ot9GAYC91cwYn6eyNDkZSjKNCTEVIDOeuNxf+8bqrCMy+jPEkV4Xj6UJgyqGI4DgT2qCBYsZEmCAuq/wrxAAmElY6tokOwZ0+eJ85x/bxu355UG3aRRhnsgwNQAzY4BQ1wDZrAARg8gmfwCt6MJ+PFeDc+pqMlo9jZBX9gfP4A/1GVTQ==</latexit>

AESKP ( )
<latexit sha1_base64="SBssR1QYgpIAds7fxq1X7ub3GGo=">AAACAnicbVDLSsNAFL3xWesr6k43g0Wom5KIoO4qIghuKhpbaEKYTCft0MmDmYlQQsCNv+LGhYpbv8Kdf+P0sdDWc7lwOOdeZu4JUs6ksqxvY25+YXFpubRSXl1b39g0t7bvZZIJQh2S8ES0AiwpZzF1FFOctlJBcRRw2gz6F0O/+UCFZEl8pwYp9SLcjVnICFZa8s3d3JUhOr+8Lfz82m8UVReNCx36ZsWqWSOgWWJPSAUmaPjml9tJSBbRWBGOpWzbVqq8HAvFCKdF2c0kTTHp4y5taxrjiEovH91QoAOtdFCYCN2xQiP190aOIykHUaAnI6x6ctobiv957UyFp17O4jRTNCbjh8KMI5WgYSCowwQlig80wUQw/VdEelhgonRsZR2CPX3yLHGOamc1++a4UrcnaZRgD/ahCjacQB2uoAEOEHiEZ3iFN+PJeDHejY/x6Jwx2dmBPzA+fwD6pJVK</latexit><latexit sha1_base64="SBssR1QYgpIAds7fxq1X7ub3GGo=">AAACAnicbVDLSsNAFL3xWesr6k43g0Wom5KIoO4qIghuKhpbaEKYTCft0MmDmYlQQsCNv+LGhYpbv8Kdf+P0sdDWc7lwOOdeZu4JUs6ksqxvY25+YXFpubRSXl1b39g0t7bvZZIJQh2S8ES0AiwpZzF1FFOctlJBcRRw2gz6F0O/+UCFZEl8pwYp9SLcjVnICFZa8s3d3JUhOr+8Lfz82m8UVReNCx36ZsWqWSOgWWJPSAUmaPjml9tJSBbRWBGOpWzbVqq8HAvFCKdF2c0kTTHp4y5taxrjiEovH91QoAOtdFCYCN2xQiP190aOIykHUaAnI6x6ctobiv957UyFp17O4jRTNCbjh8KMI5WgYSCowwQlig80wUQw/VdEelhgonRsZR2CPX3yLHGOamc1++a4UrcnaZRgD/ahCjacQB2uoAEOEHiEZ3iFN+PJeDHejY/x6Jwx2dmBPzA+fwD6pJVK</latexit><latexit sha1_base64="SBssR1QYgpIAds7fxq1X7ub3GGo=">AAACAnicbVDLSsNAFL3xWesr6k43g0Wom5KIoO4qIghuKhpbaEKYTCft0MmDmYlQQsCNv+LGhYpbv8Kdf+P0sdDWc7lwOOdeZu4JUs6ksqxvY25+YXFpubRSXl1b39g0t7bvZZIJQh2S8ES0AiwpZzF1FFOctlJBcRRw2gz6F0O/+UCFZEl8pwYp9SLcjVnICFZa8s3d3JUhOr+8Lfz82m8UVReNCx36ZsWqWSOgWWJPSAUmaPjml9tJSBbRWBGOpWzbVqq8HAvFCKdF2c0kTTHp4y5taxrjiEovH91QoAOtdFCYCN2xQiP190aOIykHUaAnI6x6ctobiv957UyFp17O4jRTNCbjh8KMI5WgYSCowwQlig80wUQw/VdEelhgonRsZR2CPX3yLHGOamc1++a4UrcnaZRgD/ahCjacQB2uoAEOEHiEZ3iFN+PJeDHejY/x6Jwx2dmBPzA+fwD6pJVK</latexit><latexit sha1_base64="SBssR1QYgpIAds7fxq1X7ub3GGo=">AAACAnicbVDLSsNAFL3xWesr6k43g0Wom5KIoO4qIghuKhpbaEKYTCft0MmDmYlQQsCNv+LGhYpbv8Kdf+P0sdDWc7lwOOdeZu4JUs6ksqxvY25+YXFpubRSXl1b39g0t7bvZZIJQh2S8ES0AiwpZzF1FFOctlJBcRRw2gz6F0O/+UCFZEl8pwYp9SLcjVnICFZa8s3d3JUhOr+8Lfz82m8UVReNCx36ZsWqWSOgWWJPSAUmaPjml9tJSBbRWBGOpWzbVqq8HAvFCKdF2c0kTTHp4y5taxrjiEovH91QoAOtdFCYCN2xQiP190aOIykHUaAnI6x6ctobiv957UyFp17O4jRTNCbjh8KMI5WgYSCowwQlig80wUQw/VdEelhgonRsZR2CPX3yLHGOamc1++a4UrcnaZRgD/ahCjacQB2uoAEOEHiEZ3iFN+PJeDHejY/x6Jwx2dmBPzA+fwD6pJVK</latexit>

AESKD ( )
<latexit sha1_base64="afUcb5CnnH3T5pNIRbUO9Z+J8OE=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrqCC4qWhsoQlhMp20QyeTMDMRSgi48VfcuFBx61e482+ctllo67lcOJxzLzP3BAmjUlnWt1Gam19YXCovV1ZW19Y3zM2texmnAhMHxywW7QBJwignjqKKkXYiCIoCRlrB4Hzktx6IkDTmd2qYEC9CPU5DipHSkm/uZK4M4dnlbe5n1/5FXnPhpOCBb1atujUGnCV2QaqgQNM3v9xujNOIcIUZkrJjW4nyMiQUxYzkFTeVJEF4gHqkoylHEZFeNr4hh/ta6cIwFrq5gmP190aGIimHUaAnI6T6ctobif95nVSFJ15GeZIqwvHkoTBlUMVwFAjsUkGwYkNNEBZU/xXiPhIIKx1bRYdgT588S5zD+mndvjmqNuwijTLYBXugBmxwDBrgCjSBAzB4BM/gFbwZT8aL8W58TEZLRrGzDf7A+PwB5/CVPg==</latexit><latexit sha1_base64="afUcb5CnnH3T5pNIRbUO9Z+J8OE=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrqCC4qWhsoQlhMp20QyeTMDMRSgi48VfcuFBx61e482+ctllo67lcOJxzLzP3BAmjUlnWt1Gam19YXCovV1ZW19Y3zM2texmnAhMHxywW7QBJwignjqKKkXYiCIoCRlrB4Hzktx6IkDTmd2qYEC9CPU5DipHSkm/uZK4M4dnlbe5n1/5FXnPhpOCBb1atujUGnCV2QaqgQNM3v9xujNOIcIUZkrJjW4nyMiQUxYzkFTeVJEF4gHqkoylHEZFeNr4hh/ta6cIwFrq5gmP190aGIimHUaAnI6T6ctobif95nVSFJ15GeZIqwvHkoTBlUMVwFAjsUkGwYkNNEBZU/xXiPhIIKx1bRYdgT588S5zD+mndvjmqNuwijTLYBXugBmxwDBrgCjSBAzB4BM/gFbwZT8aL8W58TEZLRrGzDf7A+PwB5/CVPg==</latexit><latexit sha1_base64="afUcb5CnnH3T5pNIRbUO9Z+J8OE=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrqCC4qWhsoQlhMp20QyeTMDMRSgi48VfcuFBx61e482+ctllo67lcOJxzLzP3BAmjUlnWt1Gam19YXCovV1ZW19Y3zM2texmnAhMHxywW7QBJwignjqKKkXYiCIoCRlrB4Hzktx6IkDTmd2qYEC9CPU5DipHSkm/uZK4M4dnlbe5n1/5FXnPhpOCBb1atujUGnCV2QaqgQNM3v9xujNOIcIUZkrJjW4nyMiQUxYzkFTeVJEF4gHqkoylHEZFeNr4hh/ta6cIwFrq5gmP190aGIimHUaAnI6T6ctobif95nVSFJ15GeZIqwvHkoTBlUMVwFAjsUkGwYkNNEBZU/xXiPhIIKx1bRYdgT588S5zD+mndvjmqNuwijTLYBXugBmxwDBrgCjSBAzB4BM/gFbwZT8aL8W58TEZLRrGzDf7A+PwB5/CVPg==</latexit><latexit sha1_base64="afUcb5CnnH3T5pNIRbUO9Z+J8OE=">AAACAnicbVDLSsNAFJ3UV62vqDvdDBahbkoigrqrqCC4qWhsoQlhMp20QyeTMDMRSgi48VfcuFBx61e482+ctllo67lcOJxzLzP3BAmjUlnWt1Gam19YXCovV1ZW19Y3zM2texmnAhMHxywW7QBJwignjqKKkXYiCIoCRlrB4Hzktx6IkDTmd2qYEC9CPU5DipHSkm/uZK4M4dnlbe5n1/5FXnPhpOCBb1atujUGnCV2QaqgQNM3v9xujNOIcIUZkrJjW4nyMiQUxYzkFTeVJEF4gHqkoylHEZFeNr4hh/ta6cIwFrq5gmP190aGIimHUaAnI6T6ctobif95nVSFJ15GeZIqwvHkoTBlUMVwFAjsUkGwYkNNEBZU/xXiPhIIKx1bRYdgT588S5zD+mndvjmqNuwijTLYBXugBmxwDBrgCjSBAzB4BM/gFbwZT8aL8W58TEZLRrGzDf7A+PwB5/CVPg==</latexit>

AT



We can now safely store this encrypted multi-map together with the AES-encrypted files 
on any untrusted server. To perform keyword search, we need to give the untrusted 
server the ability to query the encrypted multi-map so that it can figure out the 
identifiers of the AES-encrypted files it needs to return. If we can do that, then we have 
effectively performed a keyword search over encrypted data.    

We will proceed as follows. Recall that the encrypted multi-map and the AES-encrypted 
file collection are both stored on the untrusted server. Suppose we wish to query for the 
keyword “data”. Instead of sending “data” in plaintext to the untrusted server, we send it 

 and the key . Notice that we can recompute the key  easily by 
computing . We call these two pieces of information a query 
token (not to be confused with the practice of “tokenization” which attempts to protect 
private information by replacing sensitive data with non-sensitive substitutes). This 
query token will give the untrusted server the ability to query the encrypted multi-map 
without knowing what the underlying keyword is.  

Given the query token, the untrusted server can use  as a lookup value 
in  to recover the encryption  which it can decrypt using . This 
decryption gives it the pointer  which it follows to recover the contents of cell 17 
which is .  

To decrypt this, the untrusted server then computes 
 which is equal to . It then follows the 

pointer  and so on. At the end of this process, the untrusted server has recovered the 
list  and can send back the AES-encrypted files identified in that list.  

There are a few things to notice about this process. The first is that the untrusted server 
never decrypts the AES-encrypted files. It does not have the key used to encrypt these 
files. But there is no need to as it can effectively do the search by operating entirely on 
the encrypted multi-map. Here, when we perform a query, the untrusted server learns: 
(1) the file identifiers so that it can return the appropriate AES-encrypted files ; and (2) 3

whether a query is repeated but not what the query was .  4

Notice also that if the server is trusted but potentially vulnerable to a disk-level or even 
memory-level breach, the attacker will learn nothing at all, not even the file identifiers or 
whether a query was repeated or not.  

A third thing to notice is that the query process on the untrusted server is very fast. In 
fact, it is almost as fast as querying an unencrypted multi-map. The only additional cost 
on the server is the cost of decrypting the value that is looked up in  and the 
encryptions and exclusive-OR operations needed to “decrypt” the nodes in the lists.  

𝖧𝖬𝖠𝖢KT(data) KD KD
KD = 𝖧𝖬𝖠𝖢KR(data)

𝖧𝖬𝖠𝖢KT(data)
T 𝖠𝖤𝖲KD(𝟣𝟩) KD

17
((#3∥0) ⊕ 𝖠𝖤𝖲KD(r17), r17)

(#3∥0) ⊕ 𝖠𝖤𝖲KD(r17) ⊕ 𝖠𝖤𝖲KD(r17) (#3∥0)
0

(#3,#4,#6,#8,#9)

T

 There are more sophisticated solutions that can even hide that.3

 Again there are more sophisticated solutions to hide this as well.4
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We stress again, that the solution we described here is not what we use in our products 
and is provided only to illustrate that secure query operations over encrypted data — 
that is to say, end-to-end database encryption — is possible. There are many security, 
efficiency and functionality properties that this solution does not achieve.   

Contacts
Web: https://aroki.com 
email: info@aroki.com 

© 2020 Aroki Systems, Inc.                                  Page  of  6 6

http://aroki.com
mailto:info@aroki.com

	Aroki Systems
	Aroki’s Cryptographic Technology
	An Example
	Contacts


